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WHAT IS CLAIMED IS: 

III An apparatus, which performs a service in 
association with a different apparatus accessible 
across a network / comprising: 

registration means for registering in advance 
predetermined information for a user who is authorized 
to use said apparatus; 

input mean!; for use by said user to enter said 
user information \and a first operating instruction 
10 request for said different apparatus; 

first authentication means for employing said 
predetermined information registered by said 
registration means an\i said user information entered by 
said user at said inpu^ means to determine whether said 
15 user is an authorized ufeer; 

transmission means for, based on the results 
obtained by said authentication means, transmitting to 
said different apparatus ^ second operating instruction 
and said user information tfriat are entered at said 
20 input means; 

second authentication mdans for obtaining from 
said different apparatus the results of an 
authentication process, performed for said user 
information received from said transmission means, to 
25 determine whether said user is authorized to use said 
different apparatus; and 

determination means for employing the results 
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obtaiVied by said second authentication means to 
determine whether said user is to be permitted to use 
said service. 

in apparatus according to claim 1, wherein 
said registration information and said user information 
each includes at the least a user ID and a password * 

3- An Apparatus according to claim 1, further 
10 comprising: 

scanner m&ans for reading a document, 
wherein said operating instruction is an 
instruction for printing image data read by said 
scanner means usi^g a printer function of said 
15 different apparatub* 

4. An apparatus according to claim 1, further 
comprising: 

scanner means fo\ reading a document, 
20 wherein said operating instruction is an 

instruction for storing! in a predetermined area, image 
data read by said scanned means using a storage 
function of said differen-ft apparatus* 



25 



5. An apparatus according to claim 1, further 
comprising: 

scanner means for reading a document , 
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wherein said operating instruction is an 
instruction for transmitting, to a predetermined 
destination^ image data read by said scanner means by 
using a facsimile transmission function of said 
different apparatus* 

6* An apparatus that perforins a service in 
cooperation with\a different: apparatus accessible 
across a network, \ comprising; 

registration means for registering, in advance, 
predetermined information for a user who is permitted 
to use said apparatus; 

reception means! for receiving user information and 
an operating instructU-on request for said apparatus, 
both of which are entered by a user at said different 
apparatus on said network; 

authentication means for employing said 
information registered dv said registration means and 
said user information received by said reception means 
to determine whether sald\user is an authorized user; 
and \ 

determination means fo\r employing the results 
obtained by said authentication means to determine 
whether said operating instruction request received by 
said reception means is to be\accepted. 

7, An apparatus according\to claim 6, wherein 
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saidy-egistration Information and said user information 
each includes at the least a user ID and a password. 

8. Wi apparatus according to claim 6, further 
comprising: 

printing means for outputting data to a printer, 
wherein\said operating instruction is an 
instruction for employing said printer means to print 
image data ream by the scanner function of said 
different apparatus. 

9, An apparatus according to claim 6, further 
comprising: \ 

storage means tor storing data, 
wherein said operating instruction is an 
instruction for employing said storage means to store 
image data read by the scanner function of said 
different apparatus* \ 

10- An apparatus according to claim 6, further 
comprising : \ 

facsimile transmission means for transmitting data 
by facsimile, \ 

wherein said operating instruction ±& an 
instruction for employing said facsimile transmission 
means to transmit, to a predetermined destination, 
image data read by the scanner functtLon of said 
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different apparatus. 

ll.\ A communication system wherein at least a 
first device performs a service in association with a 
5 second device accessible across a network, said first 
device comprising: 

first registration means for registering in 
advance predetermined information for a user who is 
authorized to use said first device ; 
10 input means Vor use by said user to enter said 

user information and an operating instruction request 
for said second device; 

first authentication means for employing said 
predetermined information registered by said first 
15 registration means andNsaid user information entered by 
said user at said input Vie an s to determine whether said 
user is an authorized uses; 

transmission means forV based on the results 
obtained by said first authentication means, 
20 transmitting to said second device said user 

information and said operating instruction that are 
entered at said input means, and\ 

said second device comprising^ 
second registration means for registering, in 
25 advance, predetermined information for a user who Is 
permitted to use said second device; \ 

reception means for receiving user\ information and 
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an operating instruction request for said second 
device, troth of which are entered by a user at said 
first device; 

second authentication means for employing said 
informationXregistered by said second registration 
means and sa:ftd user information received by said 
reception mean£ to determine whether said user is an 
authorized user\ and 

determination means for employing the results 
obtained by said second authentication means to 
determine whether said operating instruction request 
received by said reception means is to be accepted. 



12. A communication system according to claim 11, 
15 wherein said registration information and said user 

information each includd^ at the least a user ID and a 
password. 

13* A communication ^stem according to claim 11, 
20 wherein said first device fuVther comprises scanner 
means for reading a document land said second device 
further comprises printing means for printing data; and 
wherein said operating instruction is an instruction 
for employing said printer means \o print image data 
25 read by said scanner means . 



14* A communication system according to claim 11, 
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wherein said first device further comprises scanner 
means Y° r reading a document and said second device 
further\ comprises storage means for storing data; and 
wherein said operating instruction is an instruction 
for employing said storage means to store image data 
read by said scanner means- 

15, A Communication system according to claim 11, 
wherein said r^rst device further comprises scanner 

10 means for readihg a document and said second device 
further comprised facsimile transmission means for 
transmitting data V facsimile; and wherein said 
operating instruction is an instruction for employing 
said facsimile transmission means to transmit, to a 

15 predetermined destination, image data read by said 
scanner means. 



16, A communication method whereby an apparatus 
performs a service in association with a different 
20 apparatus accessible acros^y a network , comprising the 
steps of: 

employing a registration^ table in which user 
information entered by a user fend predetermined 
information for a user who is permitted to use said 
25 apparatus are registered in advance, to determine 
whether said user is an authorized user; 

based on the obtained resultsX transmitting to 



• 
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sain different apparatus an operating instruction and 
said\user information that are entered by said user; 

obtaining from said different apparatus the 
resul-tfs of an authentication process, performed for 
said user information that are. transmitted, to 
determine whether said user is authorized to use said 
dif f erent\ apparatus ; and 

ring the obtained results to determine 
whether sai\l user is to be permitted to use said 
service. 



15 



17* A coipmunication method according to claim 16, 
wherein said information in said registration table and 
said user information each includes at the least a user 
ID and a password. 



18. A communication method according to claim 16, 
further comprising the step of: 

employing a scanner to read a document r 
20 wherein said operating instruction is an 

instruction for printing Yimage data read by said 
scanner using a printer function of said different 
apparatus ♦ 



25 19. A communication metnod according to claim 16, 

further comprising the step of! 

employing a scanner to read a document , 
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wherein said operating instruction is an 
instruction for storing, in a predetermined area, image 
data read t>y said scanner using a storage function of 
said different apparatus. 



10 



20. a communication method according to claim 16 , 
further comprising the step of: 

employing k scanner to read a document, 
wherein saia operating instruction is an 
instruction for transmitting, to a predetermined 
destination, ±mage\data read by said scanner by using a 
facsimile transmission function of said different 
apparatus. 



15 21. A communication method whereby an apparatus 

connected to a network performs a user authentication 
process, comprising the s^teps of: 

receiving, from a different apparatus on said 
network r user information al^d an operating instruction 
20 request for said apparatus; 

employing a registration \table in which said user 
information and predetermined ^nf ormation for a user 
who is permitted to use said apparatus are registered 
in advance, to determine whether Vaid user is an 
25 authorized user; and 

employing the obtained resultsYto determine 
whether said received operating instruction request is 
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to be\accepted. 

22\ A communication method according to claim 21, 
wherein Said registration information and said user 
information each includes at the least a user ID and a 
password. 



10 
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23* A communication method according to claim 21, 
further comprising the step of: 

outputting \data to a printer, 
wherein saidy operating instruction is an 
instruction for oiifcputting, from said printer, image 
data read by the sd^nner function of said different 
apparatus . 

24. A communication method according to claim 21, 
further comprising the ktep of: 

storing data in a storage device, 
wherein said operating instruction is an 
instruction for storing, ±A said storage device, image 
data read by the scanner function of said different 
apparatus * 



25. A communication methoq according to claim 21, 
25 further comprising the step of: 

transmitting data by facsimil^ to a predetermined 
destination. 
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wherein said operating instruction is an 
instruction \f or transmitting, to said predetermined 
destination, \image data read by the scanner function of 
said different apparatus. 

26. A communication method whereby at least a 
first device and \a second device mutually communicate 
with each other across a network and each perform a 
user authentication^ process, comprising: 

a de t ermine tion\ step whereat said first device 
employs a registration table in which user information 
entered by a user and Predetermined information for a 
user who is permitted tA use said apparatus are 
registered in advance, ta determine whether said user 
is an authorized user; \ 

a transmission step wnereat, based on the obtained 
results, said first device transmits to said second 
device an operating instruction request and said user 
information that are entered by said user; 

a reception step whereat said second device 
receives said user information and said operating 
instruction request output at said\ transmission step; 

a determination step whereat said second device 
employs a registration table in whicHi said user 
information received at said reception\step and 
predetermined information for a user wha is permitted 
to use said apparatus are registered in advance, to 
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determine whether said user is an authorized user; and 

an accepting step whereat said second device 
employs the obtained results to determine whether said 
operating instruction request received at said 
reception step is to be accepted. 



10 



27. A communication method according to claim 26, 
wherein saidy registration information and said user 
information eVch includes at the least a user ID and a 
password. 



28. A communication method according to claim 26 , 
further comprising; 

a reading stepy whereat said first device employs a 
15 scanner to read a dobument; and 

an output step whereat said second device outputs 
data to a printer, 

wherein said operating instruction is an 
instruction for employing\said printer to print image 
20 data read by said scanner. 



25 



29, A communication me^Jiod according to claim 26, 
further comprising: 

a reading step whereat sai^ first device employs a 
scanner to read a document; and 

a storage step whereat said second device stores 
data in a storage device , 
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wherein said operating instruction is an 
instruction for storing, in said storage device, image 
data readXby said scanner. 



5 30. A\communication method according to claim 26 , 

further comprising: 

a readings step whereat said first device employs a 
scanner to ream a document; 

a transmission step whereat said second device 
10 transmits data to\a predetermined destination by 
facsimile, 

wherein said operating instruction is an 
instruction for transmitting image data read by said 
scanner to a predetenr^ined destination by facsimile. 

15 

31. A storage medAum on which is stored a 
computer program that is tco be executed by the computer 
of an apparatus that performs a service in association 
with a different apparatus Accessible across a network, 
20 said computer program comprising: 

a process for employing registration table in 
which user information entered\by a user and 
predetermined information for a\user who is permitted 
to use said apparatus are registered in advance, to 
25 determine whether said user is an Wthorized user; 

a process for, based on the obtained results, 
transmitting to said different apparatus an operating 
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instruction and said user information that are entered 
by said iter; 

a process for obtaining from said different 
apparatus the results of an authentication process, 
performed fior said user information that are 
transmitted^ to determine again whether said user is 
authorized t^ use said different apparatus; and 

a process for employing the obtained results to 
determine again^ whether said user is to be permitted to 
use said servic 



15 



32. A storade medium according to claim 31, 
wherein said information in said registration table and 
said user information each includes at the least a user 
ID and a password* 



20 



25 



33. A storage meaium according to claim 31 , said 
computer program further comprising: 

a process for employing a scanner to read a 
document , 

wherein said operating instruction is an 
instruction for printing image data read by said 
scanner using a printer function of said different 
apparatus* 

34* A storage medium according to claim 31 r said 
computer program further comprising: 
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a process for employing a scanner to read a 
document, \ 

wherein said operating instruction is an 
instruction ttor storing, in a predetermined area, image 
data read by said scanner using a storage function of 
said different\ apparatus. 

35. A storage medium according to claim 31, said 
computer program tuxther comprising: 

a process for\ employing a scanner to read a 
document , \ 

wherein said operating instruction is an 
instruction for transmitting, to a predetermined 
destination, image data read by said scanner by using a 
facsimile transmission Vunction of said different 
apparatus. \ 

36 ► A storage mediumX on which is stored a 
computer program that is to\be executed by the computer 
of an apparatus that performs a service in association 
with a different apparatus accessible across a network, 
said computer program comprising: 

a process for receiving, f*om a different 
apparatus on said network, user information and an 
operating instruction request f or \said apparatus ; 

a process for employing a registration table in 
which said user information and predetermined 
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information for a user who is permitted to use said 
apparatus! are registered in advance, to determine 
whether said user is an authorized user; and 

a process for employing the obtained results to 
determine wiether said received operating instruction 
request is vp be accepted. 



10 



37- A storage medium according to claim 36, 
wherein said registration information and said user 
information eacV includes at the least a user ID and a 
password - 



38* A storage medium according to claim 36, said 
computer program further comprising: 
15 a process for obtputting data to a printer, 

wherein said operating instruction is an 
instruction for outpuAting. by said printer, image data 
read by the scanner fur^ption of said different 
apparatus . 

20 

39. A storage mediuim according to claim 36, said 

computer program further comprising: 

a process for storing oata in a storage device, 
wherein said operating instruction is an 
25 instruction for storing, in s^id storage device, image 

data read by the scanner function of said different 

apparatus . 
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40- AWtorage medium according to claim 36, said 
computer progoram further comprising: 

a process for transmitting data by facsimile to a 
predetermined destination, 

wherein said operating instruction is an 
instruction for transmitting, to said predetermined 
destination, image data read by the scanner function of 
said different apparatus* 



Oft 
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